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USER GUIDE

You are authorised, or are in the process of
authorisation, to work on confidential data which you
will access from the Secure Data Access Centre
(CASD). You will find in this guide all the necessary
information to successfully implement your project and
work within your secure environment.
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BEFORE ACCESS

Immediately upon obtaining your clearance from the competent accrediting authority designated by the data

owner to which you wish to access, you may sign up for an "enrolment session." Due to the high level of

security required for access to confidential data, this session is mandatory for any CASD access.

The standard enrolment session is organised every month and lasts about 3 hours. Registration for
the session is done via our website, htips:/www.casd.eu/en/your-project/seance-denrolement-2/.

Registration for each session will close one week before that session's date.

Each session consists of:
>  adescription of the secure remote server
> ademonstration of:

- connection

- work environment

- methods of Import/Export

> an orientation about security

a description of the legal framework for accessing confidential data, in particular any legal formalities

that may be required

> a presentation of standards of confidentiality (i.e. fiscal or statistical secrecy, etc.)

>  theissuing of a smartcard with a recording of your fingerprint signature. No biometric data is stored by

CASD. Your fingerprint is only present as encrypted data on your smartcard (individual device)'.

> testing your connection

At this session, organised on CASD's premises?, you
will need to sign CASD's Terms and Conditions of
Use. It encompasses all of the aspects of your use of
CASD. All users involved in the same project, and
wishing to have any access to data, are required to
attend this session and sign this document.

The smartcard given by CASD is strictly indivi-
dualized. You must not under any circumstances
lend it or make it available to third parties.

A standard enrolment session, preceding all use of
CASD, is considered valid for four years. If you
obtain authorisation for another project during
your four-year validation, you may attend an
"Express" enrolment session. This shorter session
excludes the orientation and informative sections and
only consists of issuing you a new smartcard for your
new project.

Beyond the four-year validation date, you will be
required to attend a new standard enrolment session.

" | CNIL Ruling N°2014-369 of 25 September 2014 authorising to put in place the automated processing of personal data based upon a fingerprint biometric

device, with the purpose of securing access to data available from the Secure Data Access Centre (CASD)

2 | CASD cannot cover any travel costs related to enrolment session attendance.
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DATA ACCESS

Access to data and to your secured work environment is done via a secure terminal called SD-Box™, by
means of your individual smartcard (issued at the enrolment session) and biometric authentication.

Presentation and Installation of the SD-Box™

The SD-Box™ serves solely as the terminal for accessing our secure server: data is not hosted on an
SD-Box™. All connections are done onto a virtual server dedicated by project.

00 0000O0OCGCOOOINOSIOSS
°
L]

The SD-Box™ must be installed at the hosting institution declared during the contractualisation

phase (see Preliminary Contractualisation p.14). Do not forget to notify your IT service of this

installation, particularly in order to fill out the technical form available on CASD's site
(https://www.casd.eu/en/formulaire-technique/). In order to use the SD-Box™, it is necessary to connect

it to a network and hook up a screen, mouse and keyboard to it (all not-included).

Here are some rules for its physical installation:

e always place itin a location that is locked and secured

e screen should only be visible to the user at all times

e no other device can be connected to the SD-Box™ apart from the screen, keyboard and mouse.
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Connexion

Your SD-Box™ must continuously be switched on. To start it up, press the button located on the back of

the case. You may connect once the display unit on the SD-Box™ reads “You may connect”.

Please insert your smartcard into the device. You have accessed the log-on screen; please place your finger
on the SD-Box's™ fingerprint sensor to be identified (different interface
according to the type of smartcard).

A

Your session is strictly personal;
you must not give anyone else access to it.

You have now accessed the authentication screen for your

workspace; please place your finger once again on the fingerprint
sensor to be identified for your workspace (different interface
according to the type of smartcard).

Troubleshooting

In the case of connection problems, or for any further instructions about the configurations of the
SD-Box™, please consult the document given with the SD-Box™, or contact CASD by email at:
service@casd.eu.

In case of loss or theft of your smartcard, please notify CASD immediately (see Contact p.16). You
will need to personally come to CASD for a new card to be issued.
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3 Work Environment

Continuous availability
Justice
11101110 Education
011180aot1a1 11 Tax
o 01110111000 Wages
'.. .... 11100011 Health
eeccoe :
Software
o° °e .. XLStat
oY SCI Lab
—— SAS
Stata
Common workspace 2park
In your work environment, a “Shortcuts” folder is available on your desktop.
Accueil Partage Affichage
':(-) - 1T | . » Raccourcis
S Favoris Morm = Madifié le Type Taille
B Bureau o Miktex 16/02/2016 16:52 Dossier de fichiers
5l Ernplacernents récet L. Office 2013 16/02/2016 16:52 Dassier de fichiers
& Téléchargements @ _ORG_S0OURCES 230620171127 Raccourci 2kKno
7-Zip File banager 09702/ 2016 10:20 Raccourci 1Ko
1M CepC BAdobe Reader 252061330 Raccourci 2 Ko
 Bureau @ Chrarme 30052006 1808 Raccourci 2Kan
| Documents [ Espace Cormrmun 177117206 11:38 Raccourci Ko
= Images @) Espace Libre &ccés 241127 1748 Raccourci 2 Ko
d Musique [@). Espace Prajet 26/09/201613:54 Raccourei Ko
& Téléchargements Excel 2013 097022016 10:21 Raccourci Ko
8 “idéos (@] Fermer la session 30003 20161104 Raccourci Ko
& Disque local (Cy) @ GESTIOMN 0fgzme1n Raccourci 2 Ko
l_L-:' Lecteur de CD (D) @ GitHubDesktop 2970682018 1801 Raccourci ZKo
o Logiciels (Vcasdiea: LibreCffice 5.0 18/03/206 1445 Raccourci 2 Ko
[ﬁr Maotepad ++ oas0zf2me 1023 Raccourci 1Ko
e.! Réseau 2l Projets {casd-srcd) 237082017 11020 Raccourci 2 Ko
|ﬂ Ri3863.2.3 25/N/2ME 157 Raccourci 2 Ko
a R x6d 3.2.3 25/ 2ME 157 Raccourci 2 Ko
@ RStudio 097022016 10:24 Raccourci 1Ko
ﬂ scilab-5.4.1 {B4-hit) 25/ 2061108 Raccourci 2 Ko
[ sorties {casd-sredy 23/06/201711:39 Raccourci 2 Ko
&, StatabdP-64 08702206 10:30 Raccourci 2 Ko
EjTe)(nicCenter 097022016 10023 Raccaurci 1Kn
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In addition to accessing the available software, your work environment allows you to access 2
different spaces:

e A common workspace for processing data and files created as part of your project (programs, texts,
etc.). This workspace is accessible for all the members of your project.

e A project area that groups 4 directories:

- “Data”: all data for which you are authorised are deposited in this directory. We recommend copying
them to the common workspace of your project. All data to which you have been given access must
never be used for any purpose other than those listed in the project for which you have been licensed.

- “DirectExport”: the set of automatic exits requested (for reasons of traceability of extracted files from
your environment, you don't have access to it. This concerns only some projects where authorisation
for this was given by the data depositor).

- “Export”: all the standard outputs requested are stored here (see Exports p.9 for the procedure
for standard outputs). For reasons of traceability of extracted files from your environment, you do not
have access to it.

- “Import”: files that you wish to insert in your environment are placed in this directory in a folder using
the current date (see Imports p. 9 for input request procedures).

& Favoris Marm Fodifié e Type Taille
B Bureau J Data 305726 1414 Dossier de fichiers
| Ernplacernents récer . DirectExport 290820181314 Dassier de fichiers
& Téléchargements J Export 2708520181414 Dossier de fichiers
J Impaort 2709728 1620 Dassier de fichiers
1M CePC

The “Shortcuts” folder also allows you to access the “Libre Acces” folder in your work environment. It
contains open data and codes retrievable such as:

- IGN GEOFLA database (Downloaded from data.gouv.fr)

- Sirene: register of enterprises and establishments — stocks on January 1st of each year (Downloaded
from data.gouv.fr)

Classifications: Geographical and NAF, NES, PCS, COICOP, CPF, CJ (Downloaded from insee.fr)
- SAS Macros Insee (CALMAR, CUBE, data analysis) (Downloaded from insee.fr)

- Information documents from CASD:
e User guide

e Confidentiality rules

To ensure the confidentiality of all data, it is impossible to:
¢ recuperate data files in ways other than the specific procedure (see Exports p.9)

e print or do any "copy/paste" or "cut/paste" (for outside of the work environment)

e access the Internet from your work environment

Your activity within CASD and the files that you make or introduce are your exclusive property and are
covered by professional secrecy to which all CASD employees are subjected.

CENTRE D'ACCES SECURISE AUX DONNEES CASD C USER GUIDE P.7



YA Available Software

Installed Software Optional

Software Installation

7-zip

Adobe Reader

GeoDa

Ghostscript

GSView

Gvim

Libre Office

Microsoft Office

MikTeX

Notepad++ All software is available in
the “Shortcuts” folder.

Philcarto

Python

Qgis

R

Rstudio

SAS

Scilab

SPSS

Stata

TeXnicCenter

XLStat

For the latest information concerning available software version, please consult the chart on
this webpage: https://www.casd.eu/en/technologie/environnement-de-travail/.

To add software or ask for an update, as well as for all modifications to the material configuration
of your work environment (defined during the contractualisation phase), please make your
request by email at: service@casd.eu.
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Imports/Exports

[_cnso
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.
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Imports

If you wish to work on files that are not currently within CASD (programs, documentation, or all other
types of external data), it is necessary to ask for an Import to your workspace. Importing of data in
order to be joined to that which is already present at CASD is only possible if it was explicitly
mentioned within your authorisation. Only 'inactive' files can be imported (no executable files
allowed).

Importing can only be done by the team at CASD. Send your files, along with a description (type of
file, contents, source) by email to service@casd.eu or by file transfer. Please contact us if the volume
of your files can’t be sent by email.

Files are placed in the “Imports” folder of your work environment.

You will receive notification by email that the import has occurred.

Manual Exports

At certain stages of your work in your work environment, you may need to retrieve datasets of results
(whether intermediate or final results). A specific procedure exists for this purpose.

These datasets must meet all confidentiality policies from the data owner (statistical secrecy, fiscal
secrecy, etc.). In general, the data contained in these datasets must not in any circumstance allow for
direct or indirect identification of the person or company involved.

For more precise information on confidentiality policies, please refer to the documents given at the
enrolment session and available on CASD website (https://www.casd.eu/wp/wp-
content/uploads/Regles_de_confidentialite_sorties.pdf) or in the « Libre Acces » folder in your work
environment.

All manual exports are reviewed by CASD who may ask for modifications or specifications when
needed.
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Procedure for Exporting Files

e Insert all the elements that you wish to export into a folder that you've specifically created for this
purpose, without forgetting to add the descriptive file that specifies the contents of the files you
wish to export: tables, programs, dataset descriptors (clear names and meanings of variables)

Hom Mosifié Ie Type Taille Horm Mot e Type Taill
 Sortie “sAi1E] Dossier de fichiers Sortie 1OV 1AE: | Dosser defichier:
OQuvrir [ sorteain e ——— e
O dans une nouvelle fenétre ?:;"CA:D
Gzl g Ouuri dans une nouvelle fenétre
Partager avec 3 Extraire tout.
Restaurer les versions précédentes PIip o
Inclure dans I bibliothéque > . Epingler 3 I'écran d'accueil
Epingler s Iécran d'accueil L :w:ﬁmpad
Envoyer vers | B Buresu (eréer un raccourci) Ee— )
Couper () Destinataire Restaurer les versions précédentes
Copier [ Doacurments Enuoyervers ,
Créer un raccourci [l Dossier compressé | Couper
—— £ | Logiciels Gheasdheasdfs) (5) Copisr
Renommmer Crdzrm e
Supprimer
Propriétés Renommer
Propristés
e Zip the folder (.zip only) e Right-click on the zipped folder and select

"Sortie CASD" (CASD Output)

La signature du fichier Sortie zip est :
4DC1 AIDC 20E3 24B5 7CCC D943 EASB 1132

Wérifiez avant de valider que cette archive contient bisn un teste décrivant vos sorlies

Pour iécupérer ce fichier, envoyez un mail & service(@casd.su en spécifiant cette signature en objet

Utilizez ladresse mail communiquée lors de vatre enrolement.

Si cette archive ou une sous-archive est protégée par mot de passe, vous devez le communiquer pour que le fichier puisse &tre contrdlg.
Cette archive vous sera ensuite ransmise par retour de mail, vous pounez alors vérfier son intégrité en calculant sa signature (MDS).

e Make note of the key that is displayed for reference (32 characters, only numbers and only letters A to F)
e C(Click on the "Valider" button to validate your export request.

e Finally, send your request by email to the team at CASD at this address: service@casd.eu. Your
message has to contain the name of your project and the 32-character key given before validating.

CASD must be able to review the exported content without needing to ask you for more detailed
information. CASD reviews the files and ensures that they do not contain any confidential data. Once
the data export has been reviewed and matches the confidentiality rules, the CASD team will send it
to you by email.

I The average delivery time for exports is one to two working days. In case of complex or heavy
exports, the delivery period may increase to five working days or more.
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Inter-project Export

You also have the option to request a transfer of an export from one project to another (whether you
are working on it or not). To make this export, do an export request as indicated in the previous point,
and specify in your email you want to transfer it between two projects and mention the name of the
projects. After the checking, the export will be directly transferred from one work environment to the
other.

Be careful, in case the origin project of the export is authorised to data sources different from thoses
of the receiving projet, you will have to provide a detailed description of the files to be transferred. It
will allow CASD to check if the export do not contain data for which the project receiving the export is
not authorised.

Export Credit

When starting a project, you are given export credit, which is determined when the project is created
(by default, 20 exports over the duration of your project, for a maximum of 3 years; please note that it
is possible to ask for extra export credit packs). This export credit reflects the time CASD takes to
treat a standard export request, which corresponds to 30 minutes of effective reviewing. A real export
could require several credits or, conversely, a fraction of credit (if the export requires less than 30mn).

Your request for an export will only be treated if you have enough export credit the day you request
it. If it is not the case, you will need to order an extra credit export pack by contacting service@casd.eu.

Automatic Exports

Some projects, mostly working on health data sources, have the possibility to request automatic
exports. This is allowed by few data producers.

Procedure for Automatic Exports :

Pour réaliser une demande de sortie automatique, procédez de la maniere suivante :

To request an automatic export, proceed as follows:

e |Insert all the elements that you wish to export into a folder that you've specifically created for
this purpose

e  Zip the folder (.zip only)

Horn Modifié le Type Taille

. Sortie 252 Dassier de fichiers

Ouvrir

Quurir dans une nouvelle fenétre
7-Zip ,
Partager avec 3
Reestaurer les versions précédentes

Inclure dans 12 bibliathéque ’

Epingler & Iécran d'accueil

Envoyer vers r Bureau (créer un raccourc)

o Destinataire

@iy Documents

Dossier compressé

Logiciels (Vheasdicasdfs) ()

Créer un raccourci ‘

] (L7 ©

Supprimer

Renammer

Praprittés

e Right-click on the zipped folder and select "Sortie automatique CASD" (Automatic CASD Output)
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Qurrir

[ sortie sutomatique CASD
Sortie CASD

Extraire tout.

You will then be asked to fill out a form describing your export. On

Epingler & I'écran d'accueil

B oo submitting this form, an automatic process will check your export (size

Signer et chiffrer

2 :“‘GPEEX ' and frequency criteria defined by data producers).
Pescmareva: , In a new window you will be shown the password to decrypt your export
:ty'p“ , as well as the link to get it. You will receive this link by email but the
EZ:: password is only given inside your work environment. Make sure you write
Créer un rccour the password before closing the window.
v
bropricés

Here is an example of window generated after an automatic export request:

c Sortie sutomatique CASD .
L sigrature (MD5) eat : 3TDCSSIT2I0EZSERA50F4FDRABETFITT
Contréles sutomatiques en cours...
SORTIE AUTORISEE
Wolne sortie wa vous Btre ermvayse par meitagerie b Iadresie serncedoasd.eu

Le mot de passe pour déchaffrer Farchiee est @ BrkB-m
51 vous ne reckvel pas he meddsge, rendez-voud sur le site de téléchargement ; Mtpiafenport.casd e SKWFUIGE. T2

L eampbe pour Bobder bu hen &1 ;
Lagin ; expart
Mot de passe : Casd2006

Fasmmer

The export is compressed in a 256-bit AES encrypted 7-Zip file. Once the system processes your request,
the output is deposited on a web server available from the outside using HTTPS. If its size allows it, the
output is also sent attached to an email.

To get your export, you will receive two emails:

- One containing the download link to your output file.

- A second one with the file attached, if its size allows it. The download link will be there again, as well
as the identification information to access our web server on the Internet:
Login: export
Password: Casd2016

Finally, you will have to decrypt the zip file using the password given in the window inside your work
environment.
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Closing your Session

Two possible cases:

e You are done with your work session, with no ongoing calculations: click on “Close Session” in the
“Shortcuts” directory on your desktop. Remove your smartcard from the card reader.

e You are in the middle of a calculation or need to leave your desk temporarily: remove your
smartcard from the reader. Your session on the server will remain open. You will find it the way

you left it when reconnecting, as previously indicated.

It is imperative to only use this last option when needed, as well as to close your server session
in order to allow the server to be updated. Additionally this frees resources on the server.
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PRELIMINARY
CONTRACTUALISATION

Access to CASD services requires a preliminary contract agreement. The contract file contains,
amongst others, the following 2 documents:

e CASD Executive Service Agreement signed by the legal representatives of the institutions involved
in the project (including the financing institution and/or the institution hosting the access point)

- A signatory institution will be able to issue Order Forms to fund your use of CASD and/or one (or
several) SD-Box™ access points. It will, therefore, be referred to as the "Financing Institution". The
institution financing SD-Boxes™ can now be separate from the project-funding institution. There
can be several institutions financing SD-Boxes™. However, there can only be one institution

financing the services linked to one particular project.

A signatory institution will be able to issue SD-Box™ (access point to CASD) Hosting vouchers
and will then be identified as the "Hosting Institution". One institution can both finance the SD-Box™
and host it. Should you need several access points (which can be spread out in different buildings),
you will need as many hosting vouchers as SD-Boxes™ that will be deployed (vouchers which will
each need to be signed by the official host).

e CASD Terms and Conditions of Use (TCU), signed by each member of the project, and regulating

the different aspects of the "Use of Service". There will therefore be as many TCUs as there are users.

These documents are accompanied by the following appendices:

e Pricelist of our services (also available at: https://www.casd.eu/en/tarifs-2/)

e |f the building has never hosted an SD-Box™, the technical form to complete on-line to host an SD-

Box™, available on our website (https://www.casd.eu/en/formulaire-technique/)

e Hosting Voucher(s) signed by the legal representative of the entity(ies) identified as the SD-Box™
"Hosting Institution"

e Order Form(s) signed by the officer authorised for expenditures by the entity identified as "Financing
Institution" of your project and/or for an SD-Box™ access point preliminarily discussed with our
services, taking into account your needs and the current pricelist.

To set up these contracts, contact CASD by email at: service@casd.eu.
In order to proceed with opening your access and shipping your SD-Box™, the documents listed
above, along with the quote and order form corresponding to the financing institution (mandatory if it is

a public entity), must imperatively be returned to us (by post, or email at service@casd.eu) properly

completed, dated, and signed.
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END OF A SUBSCRIPTION
OR A PROJECT

End of a Subscription

At the end of a subscription, CASD will send you an Order Form for renewal. If you wish to renew, send
us the following at our email address, service@casd.eu the Order Form fully completed, dated and
signed, accompanied by either the order number of the financing institution, or its order form (which is
mandatory if the financing institution is a public entity). Be very careful that your authorisation includes
this renewal period. If not, it is necessary to ask for a prolongation of your rights to access data by the

competent accrediting authority.

End of a Project

At the end of a project, you must return all of the project's SD-Boxes™ with their power supplies. In
agreement with the CASD Terms and Conditions of Use, please remember that you have committed to

destroying your personal smartcard.
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CITATION OF DATA AND
PUBLICATIONS WITH ACCESS
FOR SCIENTIFIC RESEARCH
PURPOSES

CASD Citation

If you have benefited from a subsidised rate (see pricelist https://www.casd.eu/en/tarifs-2/), part of this

agreement is to mention the use of CASD in your publications as follows:

e "Ce travail a bénéficié d’'une aide de I'Etat gérée par I’Agence Nationale de la Recherche au titre du
programme Investissements d’avenir portant la référence ANR-10-EQPX-17 (Centre d’acces sécurisé
aux données — CASD)" (French publications)

e 'This work is supported by a public grant overseen by the French National Research Agency (ANR)
as part of the 'Investissements d’Avenir' programme (reference: ANR-10-EQPX-17 - Centre d’acces
sécurisé aux données — CASD) " (Other publications)

Information about Publications

When you have published results stemming from your work at CASD, we welcome you to indicate that
via this on-line form: https://www.casd.eu/en/share-a-new-article/.

Furthermore, CASD contacts all of its users for an end-of-the-year registration of their publications using
this form.

CONTACT
CASD

Email: service@casd.eu

Telephone :

e Contracts and Billing (incl. renewals): +33(0)1 70 26 69 32
e Data, Enrolment, Import/Exports: +33(0)1 70 26 69 33

e |T: +33(0)1 7026 69 34
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GCLOSSARY

Access point Hosting Voucher: designates the document indicating the agreement by the
moral or physical signatory entity to host an SD-Box™ access point. The access point can be
funded by this moral or physical entity, or by another moral entity with a contractual relationship
to CASD.

Accreditation: decision made by the competent authority (data owner and/ or archives

administration...) giving clearance to certain data within a project.

Biometric Reader: device equipped with a fingerprint sensor and an access card reader

provided to the Hosting Institution by CASD.

CASD: designates the Secure Data Access Centre.

Contract: set of contractual documents signed by the parties, including terms and conditions,

annexes, forms, and potential amendments.

Data: set of information for which CASD provides access to the User according to their clearance

and to the CASD conditions of use.

Data owner: moral entity which entrusts CASD with data, to which the latter gives the User
access via CASD, following the clearance procedure which has been defined by the data owner.
Export: exporting of non-confidential data completed by CASD upon request and under the
responsibility of the User.

Export: exporting of non-confidential data completed by CASD upon request and under the

responsibility of the User.

Express Enrolment Session: separate session for Users who have completed the standard
enrolment session within the last 4 years where the User receives their new smartcard.

Financing Institution: title of the legal or natural entity, given that they are placing or have placed
a minimum of one order for a CASD service. A Financing Institution can also be a Hosting

Institution.

Financing Institution: title of the legal or natural entity, given that they are placing or have
placed a minimum of one order for a CASD service. A Financing Institution can also be a Hosting

Institution.

Hosting Institution: title of the legal or natural entity, given they emit or have emitted at least

one access point hosting certificate. A host can also be a Financing Institution.

Import: integration of files provided by the User into their workspace by CASD.
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USER GUIDE

Order Form: designates the document submitted by the Financing Institution to materialise the
order. This document lists the services required by the financing institution. The Order Form
constitutes a legal and financial agreement binding the Financing Institution.

Pricelist: document indicating the applicable rates, available on the CASD website.

Project: set of activities, completed within the CASD environment, by one or more directly and
nominally identified Users on the data for which they received clearance and for the precise

duration given with their clearance.

Project Extension: extension of a project's duration through the renewal of the initial

authorisation, the subscription, and any related contracts.

SD-Box™: electronic device composed of a case and biometric reader, allowing access to
CASD servers and rented by the CASD-approved Hosting Institution.

Smartcard: personal card provided by CASD allowing the User to prove their identity when

connecting to the various CASD services for which they subscribed.

Standard Enrolment Session: training workshop conducted by CASD for Users in order to
orient them to the various aspects including legal, IT, and security issues. Sessions take place
at CASD. At the end of the session, the User receives their smartcard. Validation of a standard

enrolment is four years.

Standard Export: export containing 1 table with 20 or fewer variables and 100 or fewer

observations.

Technical Form: form available on the CASD website to be completed by the Hosting Institution.
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